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[57] ABSTRACT 

A system for remotely and automatically verifying the 
location of an electronic device and authorizing operation of 
the device if it resides in an allowed geographical location. 
The system includes a remote device requiring authorization 
to operate and an authorization device connected to an 
authorization database. The remote device and authorization 
device being connected via a communication link. Methods 
for verification include employing a Global Positioning 
System receiver in the monitored device and using the 
telephone number of the monitored device. 

8 Claims, 7 Drawing Sheets 
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AUTOMATED LOCATION VERIFICATION procedures suggested by UTAM, there is a need for an 

AND AUTHORIZATION SYSTEM FOR automated authorization system. 

ELECTRONIC DEVICES SUMMARY OF THE INVENTION 

BACKGROUND OF THE INVENTION , J^^Z^^TTS^^ 

1. Technic*, FleW of the Invention ^^^^^iU^VS 
The present invention pertains in general to the remote me device resides in an authorized location. The system 

authorization of electronic device operation, and more includes the electronic device whose location is to be 

particularly, to the remote authorization of wireless tele- 10 monitored (the monitored device), and an authorization 

phone operation based on location of the telephone. device for determining the allowability of operation in a 

o ^ ■ h - ^ o-j-t-j A rt given location and then authorizing or denying operation. A 

2. Description of Related Art communication link, preferabrfusing me PublicSwitched 
Use of wireless communications has grown dramatically Telephone Network (PSTN), is provided for communication 

during the past several years and growth in demand is between the monitored device and the authorization device, 

expected to continue. The Federal Communication Com- 13 ^ action to performing its intended operation, the 

mission (FCC) has responsibility for overseeing the use of monitored device also contains functionality for enabling 

the radio frequency spectrum used by wireless technology. ^ disabling normal operation of the device, functionality 

On occasions, the FCC deems it necessary to relocate one for requesting authorization to enable normal operation, and 

group of users occupying a band of frequencies to a new functionality for communication with the authorization 

band of frequencies in order to allow a new group of users 20 device. 

access to the previously occupied band. During such a Within the authorization device is functionality for deter- 
transition period, it is desirable to allow the new users to mining if operation at a given location is allowed, function- 
operate in geographical locations where previous users have ality for generating an authorization key* and functionality 
been relocated. To prevent interference with user groups for communication with the monitored device. The autho- 
which have not yet relocated, however, new users must be 25 rizadon device also has access to a database containing 
prevented from operating in certain geographical locations. information for determining the allowability of operation at 
Such is the case fax relocation in the 2 GHz band where the a given location. 

FCC has adopted the Unlicensed Transition And Manage- A first embodiment of the automated authorization system 

ment (UTAM) policies and procedures for microwave relo- uses a Global Positioning System (GPS) to famine the 

c^on 30 location of the monitored device with the GPS receiver 

m . _ , , _ - residing in the monitored device. A second embodiment uses 

UTAM is a temporary Federal Conmiumcation Commis- ^ t ^L tlOQt number used by mc monitored device when 

sion approved coordinator overseeing die deployment of the authorization to determine location. Contained 

unlicensed Personal Commimication Service (PCS) includ- ^ autnor i 2at i OI1 device is functionality for retrieving 

ing wireless telephone technology in the small omcc/home the telephone number from the PSTN used for communica- 

office (SOHO) environment using the 1920 MHz to 1930 J3 (ions between the monitored device and the auuorizatjon 

MHz radio frequency spectrum. This application of wireless device. This ability to determine a telephone number via the 

telephone technology can be viewed as a cordless telephone PSTN is commonly referred to as Caller ID. 

system for the SOHO environment The sequence for authorizing operation of the monitored 

The radio frequency band allotted to the SOHO applica- device begins with the monitored device determining that 

tion was formerly used by licensed microwave communi- power up has occurred. If the monitored device has not been 

cations networks. While most licensees have been relocated in authorized operation within some past predetermined time 

to other frequencies, several still remain. Until all former period, it will request authorization from the authorization 

licensees of this frequency have been relocated, use of the device via a communications link. In irnplemcntations 

frequencies for SOHO applications wfll be prohibited in where GPS is used, longUudeand latitude coordinates for 

cerLn geographic locatioT^ the former users stfll 45 the present location wfll also be provided to the authonza- 

operate in order to prevent interference on the remaining twn device. 

mtoowave communications networks. V*™ ^inga request for auftonzabon. ^author*; 

„ ~T_ .1^**, « • ~« , _ zation device makes a determination as to whether GPS 

However, under current UTAM policies and procedures, MarmaSioQ or the telephone number of the monitored 

devices may operate in the affected frequencies if prior x device i s to be used to verify location of the monitored 

authorization is received. device. If the telephone number is to be used, the authori- 

The requirement for authorization occurs not only upon zation device obtains the telephone number from the Public 

initial power up of die device, but also on power up Switched Telephone Network The authorization device now 

occurring any time after the device has been powered down obtains information from a database regarding the allowabil- 

for a period longer than eight hours following authorized 55 ity of operation at the given location and generates an 

operation. Current authorization schemes include an on-site authorization key if operation is allowed. Finally, the autho- 

visit by a certified person who would normally enable the rizadon device transmits either the authorization key or a 

device with an authorization key or a mail-in procedure. denial message to the monitored device and the communi- 

Both of these options are time consuming and man power cation link is terminated. Upon receiving a response to its 

intensive to re ^ uest for authorization, the monitored device either uses 

^ \ ...... . * . . , the authorization key to permit normal operation or remains 

Although it is desirable to prevent mterference in this ^bled. 
frequency band until the transition is complete, the FCC's 

goal also includes a desire for broad based acceptance of the BRIEF DESCRIPTION OF THE DRAWINGS 

SOHO applications. As such, it is desirable to make the For a more complete understanding of the present 

authorization process as quick, inexpensive, and transparent 63 invention, reference is made to the following description 

to the user as possible. In view of the delay, expense, and taken in conjunction with the accompanying drawings 

cumbersome nature of the manual and mail-in authorization wherein: 
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FIG. 1 is a fractional block diagram of an automated lishes communication with the monitored device If via the 

location verification and authorization system; communications link 30 and the Co mmuni ca t ions Function 

FIG 2 is a functional block diagram of an automated *>; An Authorization Grant FunctionUO then receives the 

. . " . 7^ TT^ . r^t u 1 authorization request and status information sent by the 

lo^on ^ 5 Authorization Request Function 80 and accesses an autho- 

Pos^oning System to determine IccaUon, ^ ^ m whcrc infoimatioil regarding the 

FIG. 3 is a flowchart of the authorization process for the allowability ^ - m various geographical locations is 

system of FIG. 2; storo ± 

FIG. 4 is a functional block diagram of an automated After making a determination as to whether operation is 

location verification and authorization system using the iQ # location, the Authorization Grant Function 

monitored device telephone number used in the authoriza- m fruits lts response to the Authorization Request 

tion process to determine location; and Function 80 which in turn grants or denies enabling to the 

FIG. 5 is a flowchart of the authorization process for the Enable Function 60 via an authorization grant/deny signal 

system of FIG. 4. 130. if authorized to operate, me Enable Function 60 enables 

DETAILED DESCRIPTION OF THE " normal operation via the enable signal 50. 

INVENTION In a A"* embodiment of the invention, the method for 

m _ . „- . - . . verifying the location of the monitored device uses a Global 

Referring now to FIG. L there is wustrated a functional Po$ £J^ (GPS) and in a second embodiment of 

block diagram of an automated location verification and ^ telephone number of the monitored device 

aumorization system. The system compmcs a i monitored ^ u u&e<L ^ cmbodiment employing a GPS has the advan- 

device 10 and an authorization device 20 which arecon- rf i^tudc and longitude coordinates to 

nccted via a communicator link 30 during the authoriza- a ^ rf ^ actual locat ion. This relatively 

tion Process, m monitored fevte 10 jesses normal rf accarac ^ > however, comes with the added 

device operabihty 40 which although not part of invention^ ^ of equipping each monitored device with a GPS 

is enabled to operate only after verification of monitored 2J ivff ~ i " w * 

devtee pographical location and authorization of operation ^ ^ ^j^^ ^ ^ telcphone number of 

at mat location, the monitored device used during the authorization process 

For purposesof this disclosure, a ^na^ormtnimca- (Q detennme gcographical location, can only identify loca- 
tion Service (PCS) using wireless telephone technology for dofl ^ ^ re ^ OQ ^ telephone number could 
the smaflofficcmome office (SOHO) cnvroimicnt will con- ^ Knowing the telephone niimber used by the monitored 
stitute the normal device operation 40 This application is dcyice to reque^antlior^ of the 
similar to a cordless telephone system for the SOHO envi- ^^^^ servicedby the particular area code. To 
ronment Although a PCS application is described l in mis ^Voktc exact location, the local telephone number 
disclosure, it is understood that the type of opaability is ^ me ceQtral office servicing the telephone 
irnmaterial to the inventionand therefore, could extend to 35 ^ me loca tion can be narrowed to the region using 
any electronic device or software running on an electronic ^ telephone number prefix. Although this method does not 
dcvicc ' provide as accurate a location as does the OTS, it is 

The preferred ernbodiment of this invention uses the relatively inexpensive to implement. Using a service pro- 
Public Switched Telephone Network (PSTN) as the com- ^ me Regional Bell Operating Companies (RBOQ 
municatlons link 30. While the PSTN is the preferred mode ^ commonly referred to as Caller ID or caller identification, a 
of communicauon, any bidirectional communication single inexpensive caller identification device for extracting 
including, but not limited to, radio communications, satellite mc telephone number from the PSTN is installed in the 
transmissions, and cable networks may be employed. aumorization device. There is an additional method for 

For normal operation to occur, the normal device opera- obtaining the location of the monitored device which is not 

tion 40 must receive an enable signal 50 from an Enable 43 as precise as the GPS but provides greater accuracy than the 

Function 60. Without transmission of the enable signal 50. telephone number prefix. The telephone company possesses 

normal operation remains disabled. The Enable Function 60 me capability to provide the street address of a calling party 

is responsible for determining when to request authorization wnich m ^ s application, would be the monitored device, 

and makes the request by sending an authorization request while this capability exists, it is not a commonly offered 

signal 70. Once the authorization request signal 70 is sent, 50 option fa the average telephone service subscriber and 

in Authorization Request Function 80 begins the authoriza- special arrangements need to be made with the telephone 

tion process. The process, described in greater detail later in company. 

FIGS. 3 and 5, begins with the Authorization Request To mc(i mc pec's location verification requirements set 

Function 80 directing a Comnumication Function 90 to fortn in ^ c Unlicensed Transition and Management 

establish a coimmmications rink with the authorization 35 (tjtaM) policies and procedures for the PCS application 

device 20 via the corninunications link 30. The communi- described in this disclosure, both methods of location veri- 

cation protocol between the monitored device 10 and the flcation m employed. In large geographical regions where 

authorization device 20 can be of any type such as standard all former users of the frequency hand have been relocated 

RS-232 by way of example. and tittle chance of interference exists, the telephone number 

Once conimiinication with the aumorization device has 60 c f the monitored device is sufficient enough to be used to 

been established, the Authorization Request Function 80 determine location. In congested areas where former users 

transmits an authorization request The Authorization remain, it is desirable to obtain a more accurate location and 

Request Function 80 may also transmit other information ^ mcsc situations GPS is used. 

regarding the status of the monitored device 10 such as its . 

ser^Tun^atthis time. 63 GPS Based Location Verification 

The authorization device 20 begins the location verifica- Referring now to FIG. 2, there is illustrated a functional 

tion process when a Communications Function 100 estab- block diagram of an automated location and verification 
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system employing a GPS for identifying location. In addi- Having received an authorization request (step 280) and 

tion to the functional blocks illustrated in FIG. 1, the GPS status data (step 290), the Authorization Grant Function now 

based system also includes a GPS receiver 140 located determines whether the location verification means for this 

within the monitored device 10. To request the location of device is based on GPS or by telephone number (step 300). 

the monitored device, the Authorization Request Function 5 There are several possible ways to make this determination. 

80 transmits a location request signal 150. The GPS receiver one approach would be to provide the authorization device 

140 men listens for satellite transmissions 160 and deter- 20 with two separate access telephone numbers and assign 

mines latitude and longitude coordinates which are commu- one hj, c fa GPS based systems and the other one for 

mealed to the Authorization Request Function 80 via loca- telephone number based systems. In another approach, the 

tion coordinates signals 170. The Authorization Request 1Q Authorization Grant Function 110 could map the monitored 

Function 80 subsequently transmits the location coordinates device's 10 serial number to a pre-existing list containing 

to the authorization device 20. the location verification means for all serial numbers. In yet 

Referring now to both FIG. 3, where there is illustrated a another approach, the Authorization Grant Function U0 

flow diagram of the GPS based authorization process, and ^4 check for the existence of longitude and latitude 

FIG. 2, where there is illustrated a functional block diagram 15 coordinates in the data transmission (step 290). 

of the same GPS system. FIG. 3 provides greater ^detail of Usin of ^ ar*roaches to determine the location 

the process which occurs within the functional blocks of vcxiflcatioI1 means, the Authorization Grant Function 110 

FIG. 2. It is important to understand that these functions can ^ |y ^ ^ ls a GPS system and retrieves location 

be implemented in hardware dedicated solely to the ^ for this {oas3don (stC p 310) from the 

described functions or may be implemented in software M mtb<xizilXion database 120. The Authorization Grant Func- 

ninning on a general purpose computer. tion no uses the data to make a determination as to whether 

The process begins with the monitored device 10 being operation is allowed at the given geographical location (step 

powered up (step 180). Power up can either mean the 32O) and if operation is allowed generates an authorization 

conventional connotation of applying line voltage to the tey ^ step 33^ transmits the authorization key (step 340), 

device or in the case of the PCS application described 23 and instructs the Communications Function 100 to terminate 

herein, power up means being connected to the PSTN. In ^ conununications link (step 350). If operation is prohib- 

either case, the Enable Function 60 will sense the power up ited at this location, the Authorization Grant Function 110 

condition (step 190). Inside the Enable Function 60 is a generates a denial response (step 360), transmits the denial 

battery powered count down timer 400 (FIG. 2), which is response (step 370), and terminates the communications link 

initially set to zero prior to operation or authorization of the 30 (step 350) 

monitored authorization from the Authorization 

40 is authorized and enabtedtt* timer fa reset to a vatae J^on J. ^ Au A orization Request Function 80 

re ^^^ a ^ h ^f Urati0n - Simply r^wermgupAe authorization key to authorize^ablement via the 

montoed device JO wm not reset the timer 400Jhe ^*zati on ^^^1 130 whereupon, the Enable 

^^^Si ^^T^ 1 ^^^^ 35 Function 60 w!l enaWe nS device opeXns (step 360) 

be reset Immediately following a power down, the timer ShouW^espon^ be a 

begfos to count down and reaches ^me^tho^ ^ ^™ l % lti ^ on Rcqucst Function 80 instructs the 

sensing a power up condition (step 11 W) tte ^Enable Fuiictoon ^ ^ t0 remain disabled (step 380) via the 

fflcheckstoscxiftimereroamsonmeei^ !^SJ«ISl ^«tlu«4 a i ™ Q i ran 

200). If time remains, indicating that ldTthan eight hours „ authorization grant/denial signal 130. 

have passed since the last authorized operation of the d Telephone Number Based Location Verification 

then the Enable Function 60 enables the device (step 218). , 

If n o time remains on the timer then the Enable Function Referring now to FIG. 4, there is illustrated a functional 

transmits the authorization request signal 70 and initiates the block diagram of a telephone number based automated 

authorization process (step 220). 45 localio ■ 1 verification and authorization system. In addition to 

Once the authorization process is initiated, the Authori- functional blocks described in FIG. L the telephone 

zation Request Function 80 requests location information number based sy stein also includes a Caller ID Function 3^0 

from theGPS (step 230). The GPS receiver 140 receives located within the Commujiications Function 100 of the 

(step 240) satellite transmission 160 (FIG. 2). and calculates authorization device 20. As earlier stated, this function 

loiigitude and latitude coordinates (step 250). These coor- 50 extracts, from toe PSm telephone number used by the 

dinates arc communicated to the Authorization Request monitored device 10 when requesting authorizations to 

Function 80 via the signal lines 170. The Authorization 6evicc operation. 

Request Function 80 then requests the Communications Referring now to bom FIG, 5, where there is illustrated a 

Function 90 to establish a communications link ( step 260). flow diagram of the telephone number based authorization 

The Communications Function 90 establishes a communi- 55 process and FIG. 4, where there is illustrated a functional 

cations link (step 270) to the authorization device 20 via the block diagram of the same telephone number bas ed system, 

PSTN 30. FIG. 5 provides greater detail of the process which occurs 

At this point the Authorization Request Function 80 of the within the functional blocks of FIG. 4. Again, it is important 

monitored device 10 is in communication with the Autho- to understand that these functions can be implemented in 

rization Grant Function 110 of the aumcrization device 20. 60 hardware dedicated solely to the described function or may 

The Authorization Request Function 80 now transmits a be implemented in software running on a general purpose 

request for authorization (step 280) followed by a transmis- computer. 

sion containing status data (step 290) which includes Ion- The process begins with the monitored device 10 being 

gitude and latitude coordinates and may contain the device powered up (step 180), Power up can either mean the 

serial number among other possible data. The monitored 65 conventional connotation of applying line voltage to the 

device 10 now waits for a response from the authorization device or in the case of tite PCS application described 

device 20. herein, power up means being connected to the PSTN. In 
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either case, the Enable Function 60 will sense the power up allowed, generates an authorization key (step 330). transmits 

condition (step 190). Inside the Enable Function 60 is a the authorization key (step 340). and instructs the Commu- 

battery powered count down timer 400 (FIG. 4), which is nications Function 100 to terminate the communications 

initially set to zero prior to operation or authorization of the link (step 350). If operation is prohibited at this location, the 

monitored device 10. Each time the normal device operation 5 Authorization Grant Function 110 generates a denial 

40 is authorized and enabled the timer is reset to a value response (step 360). transmits the denial response (step 370). 

representing an eight hour duration. Simply powering up the and tenninates the communications link (step 350). 

monitored device 10 will not reset the timer 400. The Upon receiving authorization from the Authorization 

monitored device 10 must be authorized for the timer 400 to Grant Function 110. the Authorization Request Function 80 

be reset Immediately following a power down, the timer to uses the authorization key to authorize enablement via the 

begins to count down and reaches zero in eight hours. After authorization grant/deny signal 130 whereupon, the Enable 

sensing a power up condition (step 190) the Enable Function Function 60 will enable normal device operations (step 360) 

60 checks to see if time remains on the eight hour timer (step and reset the eight hour timer. Should the response be a 

200). If time remains, indicating that less than eight hours denial, the Authorization Request Function 80 instructs the 

have passed since the last authorized operation of the device, is Enable Function 60 to remain disabled (step 380) via the 

then the Enable Function 60 enables the device (step 210). authorization grant/denial signal 130. 

If no time remains on the tinier then the Enable Function The following examples arc provided to more fully under* 

transmits the authorization request signal 70 and initiates the $tajK j me situations in which each method of location 

authorization process (step 220). verification is deployed. In one example, assume the PCS 

Once the authorization process is initiated, the Authori- 20 wireless telephone technology is located in a SOHO envi- 

zatioo Request Function 80 requests the Communications ronment in a remote location of Montana and further assume 

Function 90 to establish a communications link (step 260). that all former users of the radio frequency band at mat 

The Communications Function 90 establishes a communi- location have been relocated. In this situation, there is little 

cations link (step 270) to the authorization device 20 via the to no chance of interference with former users of the radio 

PSTN 30. 25 frequency and the telephone number of the monitored device 

At this point me Authorization Request Function 80 of the is sufficient for location verification even though the area 

monitored device 10 is in communication with the Autho- code or telephone number prefix covers a large area, 

rization Grant Function 110 of the authorization device 20. Contrast the previous example with that of locating the 

The Authorization Request Function 80 now transmits a PCS wireless telephone technology in New York City where 

request for authorization (step 280) followed by a traiisrnis- 30 it is assumed that some former users remain. In this 

sion containing status data (step 290) which may contain the situation, despite the fact that the area codes and telephone 

device serial number among other possible data. The moni- prefixes can verify the location of the monitored device with 

tored device 10 now waits for a response from the authori- greater accuracy than in the Montana example, the degree of 

zatioo device 20. accuracy may not be sufficient In this location it is likely 

Having received an authorization request (step 280) and 33 that there will be interference with former users and aaairate 

status data (step 290), the Authorization Grant Function now location information is required, thereby necessitating the 

determines whether the location verification means for this use of GPS. 

device is based on GPS or by telephone number (step 300). Although a preferred embodiment of the method and 

There are several possible ways to make this determination. - apparatus of me present invention has beaiflmstratedinthe 

One approach would be to provide the authorization device accompanying Drawings and described in the foregoing 

20 with two separate access telephone numbers and assign Detailed Description, it wm be undentood that me invention 

one line for GPS based systems and the other one for is not limited to the emrxidiniait disclosed, but is capable of 

telephone number based systems. In another approach, the numerous rearrangements, modifications, and substitutions 

Authorization Grant Function 110 could map the monitored 4J without departing from the spirit of the invention as set forth 

device* s 10 serial number to a pre-existing list containing and defined by the following claims, 

the location verification means for all serial numbers. In yet What is claimed is: 

another approach, the Aumorization Grant Function 110 1. A system for enabling operation of a device comprising: 

could check for the existence of longitude and latitude a monitored device capable of performing a designed 

coordinates in the data transmission (step 290). ^ operation; 

Using any of the approaches to determine the location a global positioning system receiver positioned within the 

verification means, the Authorization Grant Function 110 monitored device for determining the geographical 

realizes this is a telephone number based system and location of the monitored device; 

requests the telephone number (step 410) used by the a timer for counting down from a m a ximum time period 

monitored device 10 to request authorization. This telephone 55 whenever the monitored device is powered-down, the 

number has been extracted from the PSTN by the Caller ID timer being reset to the m aximum time period when- 

Functioo 390 contained within the Communications Func- ever the monitored device receives an aumorization 

uon 100. It should be understood that although FIG. 2 does signal or whenever the monitored device is powered-up 

not contain the Caller ID Function, in actual use the autho- and the timer has not reached a count of zero; 

rization device 20 would contain the Caller ID Function 390 ^ an enabler for enabling performance of the designed 

to accommodate both means of location verification. operation whenever the timer does not have a zero 

After obtaining the telephone number, the Aumorization count; and 

Grant Function 110 retrieves location allowability data for an aumorization device including means for verifying the 

this location (step 310) from the authorization database 120. geographical location of the monitored device deter- 

The Authorization Grant Function 110 uses the data to make 63 mined by the global positioning receiver as an autho- 

a determination as to whether operation is allowed at the rized location and responsive thereto sending the autho- 

given geographical location (step 320) and if operation is rization signal to the monitored device. 
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2. A system for enabling operation of a device comprising: 
a monitored device capable of performing a designed 

operation and further capable of placing a telephone 
call across a public switched telephone network; 

an authorization device for sending an authorization sig- 3 
nal to the monitored device whenever the monitored 
device is in an authorized location; 

a communications link over the public switched telephone 
network connecting the monitored device to the autho- lQ 
rization device; 

a caller identification device resident within the authori- 
zation device capable of obtaining a monitored device 
telephone number from the public switched telephone 
network; and 15 

a database accessible by the authorization device for 
translating the monitored device telephone number into 
a location. 

3. The system for enabling operation of a device as recited 

in claim 2* further comprising: 20 
a timer for counting down from a maximum time period 
whenever the monitored device is powered-down, the 
timer being reset to the maximum time period when- 
ever the monitored device receives the authorization 
signal or whenever the monitored device is powered-up 25 
and the timer has not reached a count of zero; and 
an en abler for enabling performance of the designed 
operation whenever the timer does not have a zero 
count. 

4. The system for enabling operation of a device as recited 30 
in claim 1, wherein the monitored device transmits the 
geographical location determined by the global positioning 
receiver to the authorization device via a radio communi- 
cations link. 



5. The system for enabling operation of a device as recited 
in claim 1, wherein the monitored device transmits the 
geographical location determined by the global positioning 
receiver to the authorization device via a satellite transmis- 
sion link. 

6. The system for enabling operation of a device as recited 
in claim 1. wherein the monitored device transmits the 
geographical location determined by the global positioning 
receiver to the authorization device via a cable network. 

7. A method for enabling operation of a device comprising 
the steps of: 

identifying the device location; 

generating an authorization signal whenever the device is 

in an allowed geographical location; 
counting down from a maximum time period whenever 

the device is powered-down from authorized operation ; 

and 

enabling the device whenever the device receives an 
authorization signal or whenever the device is powered 
up and the count has not reached zero. 

8. A method for enabling operation of a device comprising 
the steps of: 

placing a telephone call from the device to an authoriza- 
tion device; 

identifying the device telephone number; 

determining if the device telephone number corresponds 
to an authorized location; and 

enabling the device if present at an authorized location. 
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